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Date

Change

= 24.05.2024

Added new optional ContactData element for recipient email address (used for notifying the recipient)

# 13.05.2024

Added reference to XSD scheme file on download page

= 26.09.2023

Add new ReturnAddressType to request and result XML (Xsd schema)

1 20.03.2023

Update DMC example (24x24 symbols) and example address window

¢ 18112022

Added clarifications concerning UTF-8 encoding of request and result XML.

= 30.03.2022

Note regarding capital B added
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XML Scheme updated - change in several string lengths

= 16.11.2021
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 05.10.2021
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Minor Changes
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POSTIDENT

1 Overview

In order to start the Postident delivery process, it is necessary for you to create a Postident case. The case is created by an XML
file which is transmitted via SFTP (SFTP is provided by Postident). The information relevant for the further process is
subsequently transmitted by response XML, also via SFTP. The response file also contains the feedback, whether the case
could be created successfully. You will also get a datamatrixcode which needs to be printed on the envelope. For further
information see the documentation of the operational process.
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2 SFTP

2.1 Prerequisite

To access the SFTP interface your IT system needs a system account with a user name and public key to access (specifications
for the key: RSA public key with a length of at least 3072 bits in OpenSSH-Format). Your account will be created by our DPAG
service team. If you manage your users in our "Auskunftsportal’, you can create the system account yourself. For each system
account, you will also receive a data password with which you can decrypt the encrypted data after it has been retrieved.

2.2 Protocol

The Secure File Transfer Protocol (SFTP) is used.
The following cryptographic methods are supported by the server:
Block Encryption:

e AEAD_AES_256_GCM (aes256-gcm@openssh.com) (recommended)
e AEAD_AES_128_GCM (aesl28-gcm@openssh.com)

* aes256-ctr

e aesl28-ctr

e aesl92-ctr

Key Exchange:

- diffie-hellman-groupl4-sha256 (recommended)
 diffie-hellman-group15-sha512

 diffie-hellman-groupl6-sha512

- diffie-hellman-group-exchange-sha256 (modulo size >= 2048 and <= 8192)

Message Authentication Code:

¢ hmac-sha2-256
¢ hmac-sha2-512

HostKey Algorithmus:

e ed-25519 (recommended)
e rsa-sha2-512
e rsa-sha2-256

Bekannte Hosts aktualisieren: Um den neuen Schlissel sicher zu lhrer Datei ,known_hosts” hinzuzufiigen, entfernen Sie
zunachst den alten Eintrag flir unseren Server aus der Datei (dieser befindet sich normalerweise in ~/.ssh/known_hosts) und
stellen Sie dann Uber lhren SFTP-Client eine Verbindung zum Server her, um den neuen Schlissel zu akzeptieren, oder fligen
Sie den von ssh-keyscan erhaltenen Schlissel manuell zur Datei ,known_hosts* hinzu.

Stellen Sie unbedingt sicher, dass Sie der Quelle des SSH-Schlissels vertrauen. Die manuelle Uberpriifung des
Schlisselfingerabdrucks mit dem von uns bereitgestellten Fingerabdruck erhdht Ihre Sicherheit, indem bestatigt wird, dass
Sie eine sichere Verbindung zum echten Server herstellen.

Uberpriifen Sie den neuen SSH-Schliissel: Nach dem Update erhalten Sie bei der ersten Verbindung zum SFTP-Server eine
Benachrichtigung, dass sich der Hostschlissel gedndert hat, sofern Sie die Datei ,known_hosts* nicht zuvor manuell
aktualisiert haben. Um die Sicherheit Ihrer Verbindung zu gewahrleisten, ist es wichtig, dass Sie den Fingerabdruck des neuen
SSH-Schlussels Gberprifen, bevor Sie fortfahren.

Der neue Fingerabdruck des 6ffentlichen SSH-Schlissels lautet:

Integrations- und Testumgebung

Ed25519 Public Key MCowBQYDK2VwAYEApYD7vMQe50sn0a659RBFD7Hs5dtCBvk08ZdggyDy9FQ=
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Ed25519 Public Key Fingerprint SHA256:+tmHr71+iqWQBT luwH5y1HIgSrUIQucIAmwbIJs1ldCo

Ed25519 Public Key Fingerprint MD5:74:a4:e1:0c:57:81:ff:44:b0:d6:89:d3:72:66:c2:3f

RSA Public Key Fingerprint SHA256:vzYygQkYQIfcVjmhK1XelQU7PuZPiGzrv1lW9rovQvRs

RSA Public Key Fingerprint MD5:3b:07:f9:92:ca:20:6e:61:7f:00:ad:1e:7b:61:16:84

Produktionsumgebung ab Release 21, 09.07.24 :

Ed25519 Public Key MCowBQYDK2VwAYEA9gq9TjaFjx09i6MFeCRxUAZzhgZErEbMubndkthxDmc=
Ed25519 Public Key Fingerprint SHA256:MzIEMQ6Vq+bAJ5X1CuCBbVo7pkAwOPHOakAWLK+79/Y

Ed25519 Public Key Fingerprint MD5:9a:74:4d:36:73:93:3b:6a:de:d0:7b:40:9e:cl:11:ac

RSA Public Key Fingerprint SHA256:MRA6iDLbCXc/1/cx5u0GZbYMa/cjl+dFYOM2PFAGIdA

RSA Public Key Fingerprint MD5:bb:35:08:a4:79:c5:bd:d6:d6:4a:91:ff:24:1b:89:2c

2.3 Host

postident-transfer.deutschepost.de (149.239.125.97) Port 22

2.4 Provided Data

Via SFTP you provide the list of cases you want to start. The file needs to be packed in an archive (ZIP), encrypted with the data
password of the SFTP system account and made available in the SFTP drive. The encryption uses the so-called WinZip-AES
encryption (based on AES256 CTR), which is supported by common zip software.

In response you will receive an archive (ZIP) with the list including several information and the datamatrixcode per case.
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2.5 Folder

On the SFTP Server you must upload your files in the following folder structure. You must create the folders initially if they
don't exist yet. You will get your BC_ID and BC_CONFIGURATION_IDs from the serviceteam.

<BC_ID>
<BC_CONFIGURATION_ID1>
filel0.zip
filell.zip
<BC_CONFIGURATION_ID2>
file2l.zip

file2l.zip

2.6 ZIP-Archive-File

2.6.1 Name scheme
POSTIDENT_<USERNAME>_<BC_CONFIGURATION_ID>_<TIMESTAMP>_REQUEST.zip

POSTIDENT_<USERNAME>_<BC_CONFIGURATION_ID>_<TIMESTAMP>_RESPONSE.z1ip

Parametername Description Example

USERNAME System user name for SFTP access NUTZER.SFTP

BCCONFIGURATIONID Your business customer configuration id 8342367814

TIMESTAMP Timestamp of file creation 20210321_135042
YYYYMMDD_HH24MISS

e.g. POSTIDENT_USER.SFTP_8342367814_20210301_135042_REQUEST.zip

The file name has to be unique.

2.6.2 Filesin ZIP-archive

The following files need to be provided by you in the ZIP-archive

» Request file in XML format (same name as the ZIP-archive; UTF-8 encoded)
The following files are included in the ZIP-archive you receive as a response

» Response file in XML format (same name as the ZIP-archive; UTF-8 encoded)

Detailed information about the XML files is included in chapter 3. XML.
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2.6.3 Frequency of file collection / provision

The request files are collected from the SFTP drive every five minutes by postident system.

2.6.4 Deletion of files on SFTP drive

The request and response files are automatically deleted after thirty days.
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3 XML Files

3.1 Scheme

You can download the XSD scheme from http://www.postident.de/handbuch.

3.2 Content of data fields

Field lenght and mandatory / optional fields are defined in the xsd scheme.

3.2.1 Structure of DeliveryHeader

Elements Description
» NumberOfDatasets (Type Int) Number of data records that were included in the request.
* ResponseStatus The response status when the data has been processed.
« BatchStatusCode (Type

A Status code - status text:
String)

+ BatchStatusText (Type String) | success - All data records of the delivery have been processed successfully

error - Errorsin individual data records in the delivery

declined - XML not well-formed / Schema validation failed, delivery refused / Delivery
cannot be decrypted / File name syntax is incorrect

3.2.2 Structure of DeliveryBody

Elements Description

» DeliveryDatasetList List of datasets for which a case is created in the Postident system

3.2.3 Structure of DeliveryDataset

Elements Description
» DatasetNumber Consecutive number in the data records list. Allows sorting for request and response
processing.
» DeliveryRequest Request object, that contains information about the private customer.
» DeliveryResponse Response object, that contains information about the case (caselD, datamatrixcode etc.) and
status codes for several steps of the case
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3.2.4 Structure of DeliveryRequest

Elements

Description

+ |dentityData
+ Firstname (Type String,
0-150 Character)
+ Lastname (Type String,
0-150 Character)
+ Birthdate (Type String, 0-10
Character)
» Address
» StreetAddress (Type
String, 0-150
Character)
* Housenumber (Type
String, 0-10
Character)
» Appendix (Type
String, 0-150
Character)
» Postalcode (Type
String, 0-11
Character)
+ City (Type String,
0-150 Character)
« Country (Type
String, 3 Character)

» ContactData
* EmailAddress (Type
String, 3-254
Character)

Data of the recipient.

» Firstname and Lastname will be truncated after 35 characters before storing in
database.

+ City will be truncated after 50 characters before storing in database.

» The letter capital B will be rejected in LabelGeneration.

+ Only "DEU"is allowed for country.

* ContactData are optional. Please note that, in accordance with Art. 4 No. 11 GDPR, you
must obtain the recipient's consent to forward their e-mail address to DHL Group
(Deutsche Post AG). The e-mail address is used to send a DHL Parcel Notification to the
recipient. The e-mail address is not mandatory for shipments within Germany. Please
note that in accordance with RFC 5322 and RFC 5321 we allow the inclusion of the full
spectrum of all possible e-mail addresses but due to restrictions of the notification
service only e-mail adresses with a maximum of 80 characters will actually be used to
send a DHL Parcel Notification to the recipient (e-mail addresses with > 80 characters
will be ignored).

» CustomData
» Customl (Type String, 0-100
Character)

Custom field that can be used for passing your own ids or references.
This data is included in the result data of the case.

You must ensure that you do not pass any personal data, as this data will be retained for
documentation purposes after the case data is deleted.

» ProcessData
» Referenceld (Type String,
0-14 Character)
» WebhookUrl (Type String,
0-500 Character)

» Referenceld can be used for passing your own id that needs to be printed on your
invoice.

» The WebhookUrl contains the endpoint to which a webhook is sent when a certain status
is achived.

* ReturnAddress

* Namel (Type String, 0-100
Character)

* Name2 (Type String, 0-100
Character)

+ StreetAddress (Type String,
0-150 Character)

* HouseNumber (Type String,
0-10 Character)

» Postalcode (Type String,
0-11 Character)

» City (Type String, 0-150
Character)

» Country (Type String, 3
Character)

Optional, to be included, if the provision of the return address by the business customer is
configured. If configured and not provided an error will be returned with the xml result.

Only "DEU" is allowed for country.
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3.2.5 Structure of DeliveryResponse

Elements Description
+ StatusCode (Type String) « Status code at the level of a dataset
+ StatusText (Type String) « Descriptive status text for the status code

status code - status text:

= success - The data record was processed without errors
= error - There were errors in at least one processing step

» Caseld Unique ID in postident system for the delivery dataset.

» LabelGeneration Information on creating a label for a case.
» StatusCode (Type String)

. StatusText (Type String) Is filled with both positive and negative creation of the label.

» StatusMessages status code - status text:
) S_Fatusgﬂgssage * success - Label created successfully
(Type String) « error - Internal error when accessing the label generation interface / Validation of the
recipient address failed / Hard validation error occured / Birthdate is missing
There can be further text with detailled information in the element "statusMessages".
* DmcGeneration Information on creating a data matrix code for a case.

» StatusCode (Type String)
» StatusText (Type String)
+ PackagingJobld (Type Information regarding the process of creating the DMC, the DMC itself and the metadata.

PackagingJobldType) : DMC is provided as base64.
» Documentld (Type String)
+ PageNumber (Type String) status code - status text:

» Dmc (Type String)

Is filled with both positive and negative creation of the DMC.

» success - Data matrix code created successfully
« error - Error generation of data matrix code / Documentld not set

3.3 Request

3.3.1 File name of request

POSTIDENT_<USERNAME>_<BC_CONFIGURATION_ID>_<TIMESTAMP>_REQUEST.zip (same name asthe XML file)

3.3.2 Encryption of the batch files

Request and response files are encrypted using the data password of the SCR user to be configured using AES256.

If the request file is completely rejected (batchStatusCode error) you need to provide a new file with different name (new
timestamp).
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3.3.3 Example request:

<?xml version="1.0"

encoding="UTF-8"7?>

<PostidentDeliveryBatch xmlns="urn:www-deutschepost-de:Postident/Delivery/1.0">

<DeliveryHeader>

<NumberOfDatasets>1</NumberOfDatasets>
</DeliveryHeader>

<DeliveryBody>

<DeliveryDatasetList>
<DeliveryDataset>
<DatasetNumber>1</DatasetNumber>
<DeliveryRequest>

<IdentityData>

<Firstname>Erika</Firstname>

<Lastname>Mustermann</Lastname>

<Birthdate>1964-08-12</Birthdate>

<Address>
<StreetAddress>Heidestrasse</StreetAddress>
<HouseNumber>16a</HouseNumber>
<Appendix>Hinterhaus</Appendix>
<Postalcode>51147</Postalcode>
<City>Koln</City>
<Country>DEU</Country>

</Address>

<ContactData>

Developer Documentation

<EmailAddress>erika.mustermann@mustermail.de<EmailAddress>

</ContactData>
</IdentityData>
<CustomData>
<Customl>Eigene Referenz</Customl>
</CustomData>
<ProcessData>
<Referenceld>12345</Referenceld>
<WebhookUr1>https://testurl.de/webhook</WebhookUr1>
</ProcessData>
<ReturnAddress>
<Namel>Geschaftskunde 1</Namel>
<StreetAddress>Charles-de-Gaulle-Stralke</StreetAddress>
<HouseNumber>20</HouseNumber>
<Postalcode>53113</Postalcode>
<City>Bonn</City>
<Country>DEU</Country>
</ReturnAddress>

</DeliveryRequest>
</DeliveryDataset>
</DeliveryDatasetList>

</DeliveryBody>

</PostidentDeliveryBatch>
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3.4 Response

3.4.1 File name of response

POSTIDENT_<USERNAME>_<BCCONFIGURATIONID>_<TIMESTAMP>_RESPONSE.zip (same name asthe XML
file)

3.4.2 Example response OK:

Response data - without errors

<?xml version="1.0" encoding="UTF-8"?>
<PostidentDeliveryBatch xmlns="urn:www-deutschepost-de:Postident/Delivery/1.0">
<DeliveryHeader>
<NumberOfDatasets>1</NumberOfDatasets>
<ResponseStatus>
<BatchStatusCode>success</BatchStatusCode>
<BatchStatusText>Datamatrixcode created successfully</BatchStatusText>
</ResponseStatus>
</DeliveryHeader>
<DeliveryBody>
<DeliveryDatasetList>
<DeliveryDataset>
<DatasetNumber>1</DatasetNumber>
<DeliveryRequest>
<IdentityData>
<Firstname>Erika</Firstname>
<Lastname>Mustermann</Lastname>
<Birthdate>1964-08-12</Birthdate>
<Address>
<StreetAddress>Heidestrasse</StreetAddress>
<HouseNumber>16a</HouseNumber>
<Appendix>Hinterhaus</Appendix>
<Postalcode>51147</Postalcode>
<City>Koln</City>
<Country>DEU</Country>
</Address>
<ContactData>
<EmailAddress>erika.mustermann@mustermail.de<EmailAddress>
</ContactData>
</IdentityData>
<CustomData>
<Customl>Eigene Referenz</Customl>
</CustomData>
<ProcessData>
<Referenceld>12345</Referenceld>
<WebhookUr1>https://testurl.de/webhook</WebhookUr1l>
</ProcessData>
<ReturnAddress>
<Namel>Gesch&ftskunde 1</Namel>
<StreetAddress>Charles-de-Gaulle-Strafke</StreetAddress>
<HouseNumber>20</HouseNumber>
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<Postalcode>53113</Postalcode>
<City>Bonn</City>
<Country>DEU</Country>
</ReturnAddress>
</DeliveryRequest>
<DeliveryResponse>
<StatusCode>success</StatusCode>
<StatusText>The data record was processed without errors</StatusText>
<CaseId>ABCD1234ABCD</CaseId>
<LabelGeneration>
<StatusCode>success</StatusCode>
<StatusText>Label erfolgreich erstellt</StatusText>
</LabelGeneration>
<DmcGeneration>
<StatusCode>success</StatusCode>
<StatusText>Datamatrixcode erfolgreich erstellt</StatusText>
<PackagingJobId>99000001</PackagingJobId>
<DocumentId>000001</DocumentId>
<PageNumber>01</PageNumber>
<Dmc>iVBORWOKGgoAAAANSUhEUgAAAJKAAADICATIAAABOTNS/
AAAY201EQVR4Xu2de3RU1fXHYZNAMAQSCRTQiAuKBiKkTSkUu3gsCsgqUKE8xGhkQV1AIgmCLgryKHVFRRBOFcLCANoq5V
XXUbAVRIM85CWUOZQQKTZSGjAIMZTGALItSNfnt+d72z92euTOTGfI7Tnz9YK+f73fvsy1537j137swOum50KDTCACMNi+11
w8HOsuFgetlwML1s0JheNhxMLyOUa9eulLV26tFu3bo3qyMjImDdv3uXL19HHMLOMP8eOHUtPT/ /www/
5YH5+PrUwLS1t+PDhIOaMENChA/
27ZnZ391VdfcRVHIDL8bNU2] froySefeEfKysqio6PHjRv33//+1zu4YsUKGpwSc6Z3BDCIDD87duygXpaWlnpHli9fHhsb
W1lZyVzfMGrUgNtvvx0GvZhehp9TpO5RLzds20AdWbRoUZs2bZj 1f3nmmWeoxzhqYXoZEXTs2HHAgAHeP998883GjRv/
5z//YZZvyMvLa9myJQx6Mb2MCFauXEmn5rRpO77+
+mv6k7p4yy23vPTSS9xz8uTI50TkOaNH80GO6WVEQDUQiRMNUjvvuOMOeiHds2fPxo0b27dv/
8orr1RXV58+fbqoqIjWtM2bNz9+/DgGW5heRhCrV6+mzY1nQ2nnrrvuOnToEMYwWTC8jjt27dy9ZsuThhx/
02c2125X902 fOnPfffx99NkwvGwem l5HOhTpwVIXpZYRCCIG5c+fSLtNZSbz55pvz8/Plpppehp8jR45Qt7Zt28YHT7//
fhagkfWduHT/4wQ/0z86d09tvBnkxvQw/W7dupT7R9tE78te//
pVG8vLyr1696h1844034uLifvnLX3pHANPL8LNZz507q3NGjR70jS5cujY+PréqqYq5ve0CBB2699VYY9GI6GXTKy8uple+
99pp35PnNnnzf3Y29Uunbt2qtXL+8r6jvvvEPnpf2tyl/84hed0CIIBL6aXEcG6devolKQ1ITNVINT1ZUIPTqVONnXxYsXc8/
hw4cTExPJwwc5ppeRwowZM67idINI6bdoOWuasXbs2NTX1lueeeozURLYXmzZuX1ISU1lpb2z3/+EyMtTC8jiM2bN2dnZ3s21
Hb69+/
P17p2TC8jjhMnTtBIOXfu3Pz8fHpFfeSRR5YsWVIWVoY+G6aXDQfTy0jkoONnTtNLZvNO7NY5nzpxB2QHTY0iB1q7FXxcX9+
VVLSEiAKyUtXwcPHrx+/fpr165hGMPOMiI4e/
ZsVIYWtSOTIWXYSGFOPZxXrMXHixL59+2Zt2pTUIUOGXLlyBYMtTC8jAj rtqFsvv/yy53kfOxcvXpw+fTqlc/
bs2ahZmF6GH706RKVFLVy4EAUbdF6mp6fjqIXpZfihNQ6dcPv27UPBRMFhYXRONH/
zhGN6GX40HDhAvdy@aRMKNvLY81gq0aIGjFqaX4YeukalaterWrdv58+dRY+zfv/
+mm24aN24cChamlxHBmjVr6MWTFrFTpkzZuHHj3r17T1ImU1ISsXL1y7Nix8fHxbdu2LS8vx2ALO8tIYCcUuWLRKZGT77SkZc
XFx0To5838D0OMrIoLSOtLi72bCtzc3MLCgpovUNNn6pdffolWG6aXDQfTy4iDTkG6Xm630HTokPOBAYWmL5HCpUUXNn766S
5duuClso4ePXr89re/
S5R+TtmN6GRF8+umnHTt2pJ516tSILpNOVSWqKlg9evXixYuffPLIESNGOKaF1F69etkfzvNiehkR3H333cnJyZs3bObBoq
amZsGCBVFRUY899hhgFqaX4efkyZNOzilbtgwFGyNHjmzXrh20Wphehp/
33nuvkd79WLggmvuxEQ2tVKmXa9euRcGGeT420gHzrH379rT2+cc//0Ea4913301ISIgwYQIKFope+qyFDRrg/6D/
OKonPj6+SZMmY8aMefHFF+1P7/7y9ddff/bZZ/v3708LH1rlnjt3DoMtFHVgpYZVA/
8HXbF7925qGKa2SEpKevTRR+U7eYo6MI3h28D/wQD497///dZbbylatMj7vM/y5cupzbQnQasNRR1YqeHbwP/
BMKGoAyt1loJWBV1/QzRCcggSEwgm4i3LBsWPH6NRcbfHNP//
5s588+Q5MKRVM8aACtDLT6gm6G4BQkIBROWF2UPhUVFQUFBd4vKADSO9Pp9fbSpUsYx1CUhWkYaGWglRdOMwSNIAGhcALuo
jT529/+5uli7969p0+f7rkZ62HIkiX5+fmeu7UZGR1ffPEFBlsoyuJFA2hTloNUXdDMEpyABoXAC7qIOycrKat26tXzrZow
qVTEXMZMmTULBQLEWLXpAKwOtvqCbITgFCQiFE3AXpUNZWRN1pFMQBRs50T lpaWk4agEoixcNdQtSsIApOK6dAh]jIQCtD3
6mD537s/
v37UbDh9/1YoVBBChYwBcelUwAjGWh16Dt1oIs1IXn11VdQsPHggw8qv5PCg6I00VBBChYwBcelUwAjGWh16Dt1uHbtGi1
t2rVrd/jwYdQYa9asiY2NnTplKgoWijqEQgUpWMAUHNAOAY xkoJWh79SkpKSkWbNmOPrzv3//
WbNmObXzjTfe2L59+7pl6lasWPHoo49mZmY2qvsdBGFboghDKFSQggVMwXHtFMBIBloZ+k59SktLR40a5flsnplbb721sL
DQ/g3dHEUdkAV1VOBOD1loZrpOCGBlhULc+
+uijV199 lUTNF154gf7dtGnTsWPHOKACcWyhOHjIyUErw7VTACMbEIpjC8XBQO4OWhmunQIYGWHQeb17925a09336XkaT7
XXXtu3b5/
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TZ2w5imMLxcFDTg5aGa6dAhgZMZw8eTINnJ8fpepmULDR1lypSKigoMYyiODbKg7IC7KL+AKThoDQY4hzMY6T90jUXx0To6P]
x82bNjzzz+/YcMG73MFdO2kE7R3796N61ZAwseDFHW4K9RA1F /
AFBy0OBgOcwxmM9BPaX3bu3Pm22247celEaoy33367cePGDz74IAoWijrcFeouyiogCg5agwH04QxG+onnvs+aNWtQsDFhw
0TULFQctVDU4a5Qd1F+AVNwOBoOMcA5NMNIPwnM/VsBd1F/
AFBy0BgOcwxmMIBPP+yQrVgxAwcbo®aPbt2+PoxaK0oJbqgL+4m5pHuUQ5ErR7IzMxMSUmMh1Q4KFnQuOi41KipgxowZgFkoD
oAfXvOfobupeZTrQNTqkYMHDOKFkGroOqVLfn7+s88+632uYP78+Q888ECTdulIHTBggHAbT3EA/PDq/
wjdTc2jXAeiVr+U15fTDrJ169a83C/Z2dnFxcW1tbUYx1AcAGRBOcS4m5pHUQ5ELUX88sknnm@1lnZSvyv/
767t27hWd80I0oD4IcHoIUhOzUTu60IINEHE+KRTCRBR1IEHFMpBKON2akp2VRNIog8mOiMoSZRUVFRs2rRpwYIF3ufWFy9e
/PbbbwtvW3pR1AGFctDKkJI2ak1l3VBILog4nOCE0S400PPx40aBCtVCG5h7i4ul///
0enTp3CMIaiDkzDQCtDdmpKALUTSKIPItIjKEK4W7dubdKkSfPmzSdONnEiXSbpelpaWUueowdu2bXvxxRd/
9r0fxcbG3nzzzcLX5yvqgEI5aGXITk3IrmoCSfTBRHOEIYkX2jump6dnZGT861//
Qo2xa9euxMTEUaNGoWChqEMoFCR9eBJACITIEcCeAlmCAcwQPz+eiN27ciIKNyZMnJycn46iFokThGEDShycBBCdIAHcCaA
OGOEfw2B66748Vj gEkfXgSQHCCBHANENZggHMEDS /3 Lzwwgs02Bg6dGiHDh1wlEJRONAMIONDKwCCEYSAOWGOBZOCI6] 0
7NmzWbNma9eudfqlg8uXL8+aNYvKeOqpplCzUJQoHANI+vAkgOAECeBOAK3BAOcIKsePH7/111tolu985zsjR458/
PHHvfvLqVOn3nPPPdRpUkePHi08+KMoOdOXxQBSAboa+0zUwhRNy lKbkmsrKyvnz5995552QnEhISKCt55tvvokxvijqgEQ
0OWBRAL0Z+k7XwBROyFGaUuBcunTp4MGD3ud9ysrKnF54AUUd7gqFKADADH2na2AKJ+QoTSmMKOpwVyhEAehm6DtdA1M41
UdpSmFEUYdQKEgcbpORAG®F1B+TURE4iSKGmpgbmySef1lH814brpJUdOIkih5sSIEO1ISQMHDNS6S+BBURYVGUOGicNtMNI
gq06AnJrISQSpHnjrrbeio6PnzImDAKNRFi8a6galw20yciCo7oCcmshIBK1+WLBgAbVzy5YtKFgoyuJFQ90gcbhNRg4EL
R2QUxM51SAFyL1z53hymR/
+8IcYb6E0C6MZglOQZCAWFAFTcQlw7fSXqqqqXG3mzZuH8RaKOrBShuAUIBKIDAXCAFwCXDvDhaIOrJQhOAVIBgIDgTAd1
wDXznChgAMrZQhOQZKBwFAgTMclwLUzXCjqwEoZglOQZCAWFAFTcQlw7QwXijpCXSjkF8BIZzBSGOXOI6M4mFAfLeQXwEh
NMFIbTBRWamtrP/jgg8LCwvHjx9977719+vQZM2bMww8/TDVvLjz76CNO2FACT6qOF/AIY6QXxGao0JwseGDRtuu+02rI/
RpUUXHTt2YBhDcTCQAUWAg fwCGOKMRmgDicLEqWrqdjOnTsvWrTo448/5r fRy8vL33///
VmzZrVs2TI+P144QRUHg4frDEY6g5F6YBZfOM1AqzOBR/kVqOTKLSvUp379+sk/o/fZZ5+1paX95Cc/
QcFCUQcUKoCRzmCkHpj FF3Qz00pM4FF+BSrZu3cvIXnnnXdQsDF9+VTEXEQctVDUAYUKYKQzGKKHZVEF3Qy©®OhN41F+BSu
gllJIIL55ennrqgqbi40KdHRhR1QKECGOKMRuUgBWXxBNwOtzgQe5VegkjNnzkRHR8+cORMFX65evdqrV6+uXbuiYKGoAwoV
WEhNMFIPzOILuhlodSbwKL8CnRg+fHhMTMycOXOcfulLp2LFjI0eOpL1WrlyJImoWiDqFQkAR4FASCBAhOLOEqSAA49CcFEQY
Va+KMf/cgzEZ15Q4YM8b4x0r9/f8+js7GxscKbINANL/XBRMGGroLr16/3f0sLnzchISEzM5NWPd/6zaOKEnmiRuJ/
mQCPgkCQAMHIJVAFCQCnPpgoxHz+
+eenTp26cOECCs40ShSOASQBHgWBIAGCkOuUgChIATNOWUeShKFE4BpAEeBQEggQITi6BKkgAOPXBRCGgurgaXmYLCgroet
NHgpPZFO6ZN27x5s3wn4bq/
VRSAKEDfqY+QkOsygUf5FShQVFSUkpLizdm6devO9PTk5GTvSLt27eSP1Cjq8AZ7QNkBiALONToIObkKE3i1UX4FOLFqOiP
LO7Nnz1VdfhS+YqK2tPXLkyOLFi2k1S9vQbdu2cZWjgMNdoRAF6DV1EXJySSbwKL8C1dBLa1J3S0tChQ+VHmc+fPO/t/
PGPf4yChaIOd4VCFKDV1EfIySWZwKP8C1SyZ88eSiKccF5+9atfNWnSBEctFHVAORY®000RDNkIqjuENCBxuMOvZ4CU1IR
Qz127dqFgY/78+fHx8cG5H4tWZzCSITtBdYeQEyQOt/n1DICKioqYmBjhx5081NTUdO/e/fvf/
z4KFoqysHAGWp3BSIbsBNUAQk6QONzmlzNw7r///
qioqEMTIpWW1qIwdOuIzt2+ffvS1Bs2bEDZQLEWFS5AqzMYyZCdoLpDyAkShov8cgZOVVXVT3/6U6/
yINTUHj16ePeXd9111+fLCpo2bbps2TKMZCjK8gnaF7Q6g5EM2QmqO4ScIHG4zS9nsNixY8fkyZ0/973vNW/
e3DtXmzZtBg4c+PTTT589exYDfFGUXWpGOMqQnZoSqIJkVzng5KDVGT1ACIYLRR1IYKQOtDNmpKYEqSHaVAO40Wp3RDwWRNuU
FDUgZUy®MgQnZoSqIJkVzng5KDVGf1AcLqGXKWLioruu+8+Wgymw/
Ts2XP8+PGrV6/+1vdMFHVgpQyOMmSnpgSqIN1VDjg5aHVGPxCcLqCVKu®dmzRp4k1lI10hvL1u®aOEZTE50Fh4quG56KaAf
CE4XzJ49m/IMGTLk3Xffra6uBvX8+f0///
3vMzIyyLNpOyZQvSjqwEoZaGXo04FgBbpDSMglLUEEKKISXL9J+g7aYKPjy1VdfdezYMVSTi+bo04FgBbpDSMgUEEKKIOT
d1LOkpISFGzQ6du4ce0Q38PTdwLBCNSHkIBLOIIUIB9+
+CH11D8r4mHu3LkICQmm12gEhFwWCFaQA+eKLL+Lj4x966CEUfL18+XLnzpl79eqFgoWiLF60XDc40fpOffRzunYKYCQDrf
4zefIkyjNy5Eh6pbU/COIX1D/+8Y9ZWVNROMHCRXxUUdegXCkeOvIMF/ZyunQIYyUCr/
1y5cmXChAmeH7SIiYmhrQhlrk+fPnfeeWfbtm09s6Smpg5btw4jGYo6fMoUCWUNRI+pj350104BjGSglS1Hjx61K+I999zZ
TqVMnamdKSgr9261bt/vuu2/
VglVVVVUY4IuiDv1lCwcnRd+qjn901UwAjGWgNE4069AsFIOffqY9+TtdOAYxkoDVMKOrAShmCEYySAOWF9Z6iBSuqf48ePz
5s3b9CgQRO6AGjZsmWjuicrv/vd7w4ZMuSZZ54pLy /HAF8UB4CHYBCcIAHcCeg7QwlUUp98/
fXX+fn5t0qhMpo3b961alfve9Ed03akPSWNN27cmDgKkQzFAeAhMgQnSAB3AVIrOUAOV1CcFBQVUAGOXDx48iNr167RL2bp
la+/
evcnzu9/9DmULXQHgITIEJOgAdwLE6ZzTAD1dQb1ZWVdM5NMjQIBV+oo5mZmd27d0fBQnEA+kcITg5aGfp0OQD8QNBYyOMKkLh1
GHHjh2UZ0fOnSjY+PWvfx3QM5UoM8DIQStD3wnoB4KTglZGKIw67Ngli5IIP+LuZebMmQE964wyASwctDLONYB+IDg5aGW
EwgnDxYsXqUMjRoxAwZcLFy6kp6f37dsXBQtFHfqFgpODVoa+E9APBCcHrYxQODV54oknKA+tWtevX2//pe9PP/
10+fL1tFGIjYOVXooVdegXCk4OWhn6TkA/EJwctDIC4dSktrZ2xowZdC30JEXMTPQ+I+LZgBDUS1rNYiRDUcT/
1VhH4BKoggSqIIEqSKCEKOAFKViUl5cvW7YsJyfHs6303IwdNGjQI4888qc//
ammpgYDfFGUxYuGut1JoAoSqIIEqiCB6k4CFaQIQVEWLxXrqdieBKkigChKoggSqOwlUKCIERVM8aKjbnQSqIIEqSKAKEG]
UJFBBChZ79uzJy8vr3r07XS+9cyUnJ2dnZz/+
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+ONHjhzBAF8UZbGavy FWCVRBATWQQBUKUN1JoITUONXV1IWPG]jPEkp8tkn7pvAc7NzRO+fPjdd9+dmppK41FRUAOMTXO6UX
Bd2UtD/TN+/Pjo6Gg6+T7//HPU6jhOENDQoUOpoBuXLKkXNwvQy /
FRUVNDGkRqJgi9Xr17t0aNHRkYGChaml+Hngw8+0oBOOLpY0o2PjNb35DXXd6mTWIODD+e7574y1/+goKNI554wr /
VAjbUM7Twadas2cCBA4XfalL9e9zWzbdqOGTx4MAoWppcRQWFhIZ2amZmZRUVFtPe4fPmyVeqsrNy7d+/
8+fNbtWrVtGlTWgSXxOBOMLYOFhQsX8mIMs50VIXXgWAEMY5heRhBVVVVr16597LHHhgOb5n3eZ+zYsXTW6qyMTC8bDgaXD
QfTyxsD+xvUdkwvbwBKSOtpWfSHP/wBBVOML28Ar127Rqsh2oP+/e9/
R41hen1ljcOnSpS5dutxxxx3Cp71MLENPdXX1XA0eeuihRnNXPtmO8hell+D137hzeF3AmOzsb4y1ML8PPlatXT21z5swZjL
cwvWw4mF42HEwvGwem lwOHO8tISPTpO4cPHI6+fXtZWZmw2AFMLYOFmpga4ulifv36eT7Rzk1MTBw8ePD69eudnvTxYHoZ
EZw9ezYrK4valpKSMmzYsPz8f08tgokTJ/
bt27dp06aN6r6U9IMgVKxhsYXoZEdBpR916+eWXnNR75uXjx4vTpO6mds2fPRs3CODLE8ONUxXKipg4cKFKNig8zI9PR1HLUwy
wwttceiE27dvHwo2CgsLo60jnX7CzfQy/Bw4cKCR+OXbXvLy81lq0aIGjFgaX4YeukalaterWrdv58+dRY+zfv/
+mm24aN24cChamlxHBmjVr6MWTFrFTpkzZuHHj3r17vTfTSOpKVq5c0Xbs2Pj4+LZt2wr fpGZ6GS1s2bLF80sHSuLi4nJy
cuT7BgaXkUVpaWlxcbFnW5mbm1tQUEDrHTpTv/
zyS7TaML1s0JheNhxML28MDhO6IN+MvW56eUNwI0jR2NhYunCi4Ivp5Y3B1K1TY2J1i3nvVvPRQYppc3BrWl1tQMGDEhLSZP7
y4iG9hveT+g5MXz48HvvvZc2mkOHDsV4COPL8FNZWen9JsNvxfTy/
wWmlwOHO8uGg+11lw8HOsuFgetlwML1s0JheNhz+B49cr8obuQQtAAAAAETFTkSuQmCC</Dmc>
</DmcGeneration>
</DeliveryResponse>
</DeliveryDataset>
</DeliveryDatasetList>
</DeliveryBody>
</PostidentDeliveryBatch>
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3.4.3 Example response with errors during processing

Response objekt - error single dataset

<?xml version="1.0" encoding="UTF-8"?>
<PostidentDeliveryBatch xmlns="urn:www-deutschepost-de:Postident/Delivery/1.0">
<DeliveryHeader>
<NumberOfDatasets>1</NumberOfDatasets>
<ResponseStatus>
<BatchStatusCode>error</BatchStatusCode>
<BatchStatusText>Error generation of data matrix code</BatchStatusText>
</ResponseStatus>
</DeliveryHeader>
<DeliveryBody>
<DeliveryDatasetList>
<DeliveryDataset>
<DatasetNumber>1</DatasetNumber>
<DeliveryRequest>
<IdentityData>
<Firstname>Erika</Firstname>
<Lastname>Mustermann</Lastname>
<Birthdate>1964-08-12</Birthdate>
<Address>
<StreetAddress>Heidestrasse</StreetAddress>
<HouseNumber>16a</HouseNumber>
<Appendix>Hinterhaus</Appendix>
<Postalcode>51147</Postalcode>
<City>Koln</City>
<Country>DEU</Country>
</Address>
<ContactData>
<EmailAddress>erika.mustermann@mustermail.de<EmailAddress>
</ContactData>
</IdentityData>
<CustomData>
<Customl>Eigene Referenz</Customl>
</CustomData>
<ProcessData>
<Referenceld>12345</Referenceld>
<WebhookUr1>https://testurl.de/webhook</WebhookUr1>
</ProcessData>
<ReturnAddress>
<Namel>Geschaftskunde 1</Namel>
<StreetAddress>Charles-de-Gaulle-Strafe</StreetAddress>
<HouseNumber>20</HouseNumber>
<Postalcode>53113</Postalcode>
<City>Bonn</City>
<Country>DEU</Country>
</ReturnAddress> </DeliveryRequest>
<DeliveryResponse>
<StatusCode>error</Statuscode>
<StatusText>There were errors in at least one processing step</StatusText>
<CaseId>ABCD1234ABCD</CaseId>
<LabelGeneration>
<StatusCode>error</StatusCode>
<StatusText>Hard validation error occured.</StatusText>
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<StatusMessages>
<StatusMessage>In der Sendung trat mindestens ein harter Fehler
auf.</StatusMessage>
<StatusMessage>Die angegebene Strafle kann nicht gefunden werden.</
StatusMessage>
</StatusMessages>
</LabelGeneration>
</DeliveryResponse>
</DeliveryDataset>
</DeliveryDatasetList>
</DeliveryBody>
</PostidentDeliveryBatch>

3.4.4 Example response with error in scheme

Response objekt - error in scheme

<?xml version="1.0" encoding="UTF-8"?>
<PostidentDeliveryBatch xmlns="urn:www-deutschepost-de:Postident/Delivery/1.0">
<DeliveryHeader>
<ResponseStatus>
<BatchStatusCode>declined</BatchStatusCode>
<BatchStatusText>Schema validation failed, delivery refused</BatchStatusText>
</ResponseStatus>
</DeliveryHeader>
</PostidentDeliveryBatch>
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4 Datamatrix Code

The Datamatrix code is provided as PNG (base64 coded). The PNG consists of the datamatrixcode and a sequence of numbers
positioned vertically.

Example:

L01L0000010SECB00

The datamatrix code with vertical number needs to be printed in the address window of your envelope.

Example:

Harm
Max Mustermann

Muslerstrasse 1
12345 Mustorstadt
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